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Topic overview
● What is a Cyber Threat?
● Targets of Cyber Threat Activity
● Why are you at Risk?
● Top Fraud Attack Vectors
● Mitigation Tactics
● Q and A session



An activity intended to compromise the 
security of an information system.

The cyber threat environment is the online 
space where cyber threat actors conduct 
malicious cyber threat activity. 

Cyber threat actors are groups or individuals 
who aim to exploit .

What is a Cyber Threat?



The Targets of Cyber Threat Activity

Devices

Opinions

Financial Resources

Information



Why are YOU at Risk?

● Many municipalities are small and lack the 
professional IT resources required for 
effective Cyber Security countermeasures. 

● Municipalities – even small ones – deal with 
large sums of money and many different 
vendors for infrastructure projects.

● Municipalities are public entities, and so are 
responsible to the public for decisions 
regarding public funds and the information
they protect.



Phishing

● An email, phone call, or SMS 
● Claims to be from a trusted 

sender
● Asks recipient to take action
● Most common method via email

Definitions: 

Phishing is a cybercrime that relies on deception 
and uses social engineering in order to steal 
confidential, financial and other valuable 
information from users and organizations.

Social Engineering is the use of deception to 
manipulate individuals into divulging confidential 
or personal information that may be used for 
fraudulent purposes.



Online Banking Phishing 
(Search Engine Poisoning)

● Cloned websites of online banking web pages have been created.

● Fraud actors are paying for ad services to have the malicious web pages appear as a 
top search result when clients are searching for the online banking pages.

● Phishing websites are gathering online banking credentials and other details.

● Fraud actors are able to gain access to online banking profiles and conduct 
unauthorized transactions and make other changes to the account(s).

● Bypassing of 2FA due to victims providing OTP to fraud actors.



Fraud tactics

Creating websites like “www.atb.1234.com” to 
lure clients onto a phishing site

Asking details that ATB would not require upon 
login (i.e. card number and KYC information)

Using social engineering to obtain 2 Factor 
Authentication One Time Passcodes

Keeping safe

Always checking the URL before you engage with 
a website, navigating directly to the FI’s website

Trust your gut and notify your FI if you did engage 
with a potential threat

Never share your One Time Passcode outside of 
an authorized session on ATB web or mobile



Business email compromise
#2
B

Business email compromise (BEC) is a type of
cybercrime where the scammer uses email to trick
someone into sending money or divulging
confidential company info.



● Impersonation of CAO, 
Mayor, or high level 
executive

● Urgent or unusual 
request

● May request 
confidentiality

● Social engineering

Types of BEC

● Actual takeover of   
email inbox

● Requests payment to 
vendors using new 
banking details

● Reputational losses
● Severe outcomes

● Email address 
spoofing or takeover

● Updated payment 
details 

● Most common form 
of BEC

Executive Fraud Account Compromise Vendor Scams



Spear phishing
Business email compromise

● Step 1: Email targeting and research
○ Company website
○ Social media posts
○ Press releases 

● Step 2: Obtain email address
○ Obtain email address credentials through data 

breach, phishing, etc.
○ Gather information, conduct further research

● Step 3: Social engineering
○ Impersonating individuals
○ Requesting confidentiality and urgent 

responses
● Step 4: Financial gain

○ Executing and maximizing financial gain

Email address spoofing

laura@123corp.com    bob@aol.com
jen@cab.com

Iaura@123corp.com b0b@aol.com 



Look for the signs

● High level executives asking for unusual 
information

● Requests for confidentiality

● Bypassing normal channels

● Email domains and addresses



Malware

● Harmful programs damaging 
your computer, network or 
servers

● Most commonly downloaded 
by clicking on phishing links

● Trickbots, Trojan, Spyware, 
Adware, Keylogger, Worms, 
etc.



Cheque Fraud

The most common types of cheque fraud:

Counterfeit
With the use of a computer, scanner and printer, fraud actors can 
duplicate your cheques.

Forged
Theft of your cheques, then signed or endorsed with a forged signature.

Altered
Intercepted legitimately issued cheques, used to change recipient and 
amount or other information on the item. Cheque washing, where the 
ink is erased with chemicals, falls into this type of fraud.



Mitigating Risks

● Keep your cheques in a secure 
location.

● Destroy any unused cheques from 
closed accounts.

● Reduce the use of cheques and opt for 
electronic payments.

● Check your account statements 
regularly.

● Use cheque management 
tools/software.

● Have a separate account for clearing 
cheques.



Poll Question
Has your organization been impacted by BEC fraud or phishing?



Protecting your organization 
from cybercrime



Raise Security 
Awareness

● Emphasis on proper handling 
of sensitive data

● Limited ability and access
● Proper reporting procedures
● Phish testing



Network Defense

● Network Segmentation
● Use of Firewalls
● Virtual Private Networks
● Secure Remote Connections
● Anti-virus and Anti-malware
● Domain Name Systems
● Application Allow Lists
● Anti-phishing Software



User Authentication

● Provides an extra layer of security 
● Balance security and usability
● Email, cloud storage, online 

banking
● Multi-factor authentication:

○ Something you know
○ Something you have
○ Something you are



Backup and 
Encrypt Data

● Copy information and critical 
applications to one or more 
secure locations

● Prevents data loss
● Business continuity plan
● Test plan and backups regularly



Incident 
Response Plan

● Prepare plans to restore critical 
data

● Comprehensive and written
● How to identify, investigate, and 

respond
● Step by step plan
● Key employees, vendors and 

stakeholders for each step
● How to inform residents
● How to contact third parties



Patches and 
Updates

● To fix bugs and address 
vulnerabilities

● Enable automatic patches
● Address security flaws
● Enable automatic updates on 

bring your own devices
● Consider using a patch 

management system



Cybersecurity Policy

● Set the standard
● Password policies
● Bring your own device policy
● Encryption of email attachments
● Restrictions or guidelines on the 

use of social media
● Contact list
● Steps to take in the event of a 

cyberattack



User Training
● Develop in-house training for all 

employees 
● Provide training on a regular basis
● Make training mandatory
● Include topics such as:

○ Identifying and handling 
phishing attempts

○ Password hygiene
○ Updating and patching systems
○ Securing assets and information
○ Reporting incidents



Poll Question
Which of the discussed cyber security measures does your 
organization have in place?



How to survive a 
cyber attack

● Identify the threats
○ Create a template
○ Recognize vulnerabilities
○ Risk assessment: identify risks that apply to 

people, processes, systems and vendors.

● Educate your employees
○ Unique passwords, lock computers, know 
○ Who to contact

● Learn about the tools available
○ Firewalls, antivirus solutions, DNS, VPN.

Cyber insurance



Are You a Victim?

● Contact your FI immediately
● Scan your devices
● Change your passwords
● Close your accounts
● Contact law enforcement
● Contact credit reporting agencies





Contact Us

Doug Erickson
780-868-1898

derickson2@atb.com

Janice Hupper
587-228-6807

jhupper@atb.com

Shauna Kay
780-864-8931

skay@atb.com

Karen Schneberger
780-719-5478

kschneberger@atb.com



Canadian Anti Fraud Centre

Canadian Centre for Cyber Security

Six Ways to Identify a Spear Phishing Attack

Use of Personal Social Media in the Workplace

On Demand Webinars: 
Fraud Prevention Month - Protecting your organization from cybercrime
Account Takeover Fraud

ATB’s Cybersecurity Toolkit

Baseline Cybersecurity Controls for Medium Sized Organizations

Developing an Incident Response Plan

Bring your Own Device Programs for Organizations

Additional Resources

https://www.antifraudcentre-centreantifraude.ca/index-eng.htm
https://www.cyber.gc.ca/en
https://www.youtube.com/watch?v=UXvwbD-DguQ
https://www.cyber.gc.ca/en/guidance/use-personal-social-media-workplace-itsap00066
https://www.atb.com/commercial/good-advice/cybersecurity-and-fraud-protection/fraud-prevention-month-with-atb-2023/
https://www.atb.com/commercial/good-advice/cybersecurity-and-fraud-protection/account-takeover-fraud/
https://www.atb.com/commercial/good-advice/cybersecurity-and-fraud-protection/the-cybersecurity-guide/
https://www.cyber.gc.ca/en/guidance/baseline-cyber-security-controls-small-and-medium-organizations
https://www.cyber.gc.ca/en/guidance/developing-your-incident-response-plan-itsap40003
https://www.priv.gc.ca/en/privacy-topics/employers-and-employees/mobile-devices-and-online-services-at-work/gd_byod_201508/




WE EXIST
TO MAKE IT

POSSIBLE

To turn what-if into when.
To find a better way…in more than just banking.
To wrap our talent, tech and wisdom around the
obsessive belief that anything is possible.

In Alberta, and far beyond.

With each day a chance to uplift legacies
and livelihoods—in ways not yet imagined.
By listening and learning, advising and creating.

Because remarkable things happen when we ask,
“what if?”


